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Abstract:

International law seeks in various ways to govern the present
and shape the future, as the form of international conflict - as well
as the form of war - has changed mainly through the emergence of
cyber operations. The future of wars and conflicts is not what it
used to be, and this is the dilemma. Cyber warfare is a modern
war that was not apparent before, and was not imagined by the
makers of international law. Rather, it strikes and attacks elements

such as communications that were also not known before.

This is what made us try to list the term cyber attack to know
and define the right of countries to defend themselves against
these attacks, based on international legal rules that become a

legal basis for them in the case of legitimate self-defense.
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«Cyberwarfare has been defined as "actions by a nation-state to penetrate
another nation's computers or networks for the purposes of causing
damage or disruption».
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The Law of Cyber-Attack, Yale Law School, vol. 100, 2012, P.8.
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«Use of malicious computer code or electronic signals to alter, disrupt,
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Self-defensive Force against Cyber Attacks: Legal, Strategic and Political
Dimensions, ILS, 2013, v. 89, p. 109.
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Extending the Law of War to Cyberspace, (Sept. 22, 2010), p. 29.
(3) Schmitt, M.N," Computer Network Attack and the Use of Force in
International Law through on a Normative", CJTL, 1999, v.27, n.885
p.937.
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(1) Marco Roscini:" World Wide Warfare — Jus ad bellum and the use of
Cyber Force”, MPYUNL, vol. 14,2010, p. 91.
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«Cyber attacks are described as operations seeking to accomplish a wide
range of effects, including “destroy data on a network or a system
connected to the network™ e an active member of a network and generate
bogus traffic clandestinely alter data in a database stored on the network”
and degrade or deny service on a network».
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Lawful targets in cyber operations: Does the principle of distinction
apply? IS, 2013, v.89, p. 254.
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force, Op, Cit, p.91.
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Tim Jordan: Hacking: Digital Media and Technological Determinism
polity press, Cambridge, 2008, p. 78.

(2) Sirohi M. N: Cyber Terrorism and Information Warfare, 2015, p. 106.
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- Allen D. Walker: Applying International Law to the CyberAttacks in
Estonia, Air Command and Staff College, 2008, p. 5.

- Dieter Fleck: Searching for International Rules Applicable to Cyber

Warfare: A Critical First Assessment of the New Tallinn Manual’
JC&SL, vol. 18, no. 2, 2013, p. 331-335.
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Mark Galeotti: Russia's Five-Day War: The invasion of Georgia, August
2008, 2023, p.7.
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139.

(3) Johann-Christoph Woltag: Cyber Warfare: Military Cross-border

Computer Network Operations Under International Law, Intersentia,
2014, p. 112.
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Miranda Grange: Cyber warfare and the law of armed conflict,
University of Wellington, 2014, p.9.
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Michael Schmitt: Classification of Cyber Conflict, JC&SL, vol. 17, no.
2, 2012, p. 245-260.
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«Weapons as conventionally understood can take a variety of forms.
While some weapons, such as bombs, rockets, bullets, artillery shells and
the like generate their destructive effect by the use of kinetic force, other
kinds of weapons, such as gases, chemical and biological agents achieve
their wounding or deadly purpose without necessarily operating kinetically
The critical factor in relation to all weapons is the injurious or damaging
effect that they have on the persons and/or objects associated with the ad-
verse party to the conflict». William H. Boothby: Methods and Means of
Cyber Warfare, Naval War College, ILS, 2013, v. 89, P.388.
;o) de Michael N. Schmitt i cua ()
«It is the violent consequences that are designed or intended to follow
the use of the cyber capability that are critical to the characterization of
such a cyber event as a cyber attack. The same intended violent
consequences are critical to the characterization of a cyber capabil-ity as
a cyber weapon.Therefore, a cyber weapon would comprise any
computer equipment or computer device that is designed, intended or
used, in order to have violent consequences, that is, to cause death or
inju-ry to persons or damage or destruction of objects».
10l 48l 5e aal )
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Cyber Operations and the Jus in Bello: Key Issues, Naval War College
International Law Studies, 2011, v. 87, P.93-94.

(1) William H. Boothby: Methods and Means of Cyber Warfare, op.cit,
P.389.
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(1) lan Traynor: Russia Accused of Unleashing Cyber War to Disable
Estonia, Guardian London, May 17, 2007, p. 39.
(2) Kubo Macik: Is the international law of cyber security in crisis?,
University of Exeter, United Kingdom, 2016, p.136. ; ‘
ol e TS
«Cyberspace is not the first novel phenomenon to have resisted the

development of global governance structures for some time after its
emergence».
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(2) Gary D. Brown: International law applies to cyber warfare! now what?,
SLR, vol. 46, 2017, p. 357.

(3) Mark Johnson: Cyber Crime, Security and Digital Intelligence, New
York, 2013.
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(1) Hitoshi N., Robert M.: New Technologies and the Law of Armed
Conflict, Australian National Of Law, Australia, 2013, p.3.

(2) David H. Brandin <Michael A. Harrison: The Technology War, Wiley,
University California, 1987, p. 26.
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(1) Terry D. G. and Paul A. L. D.: Anticipatory Self-Defense in the Cyber
Context, ILS, Vol. 89, 2013, p. 439.
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(2) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in
the Cyber Context, Naval War College, ILS, 2013, v.89,p.441.
10l e ST s
«The right of self-defense under international law is the right of a State
to repel or, if necessary, overcome an unlawful use of force amounting to
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an armed attack. That is what characterizes it and sets it apart from other
uses of force, whether lawful (e.g., action undertaken by or with the
authoriza-tion of the UN Security Council to maintain or restore
international peace and security or as a law enforcement measure in the
domestic legal context), or unlawful (e.g., uses of force that do not have
a recognized legal basis».
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(2) David E. Graham: Cyber Threats and the Law of War, INSL&P, vol. 4,

2010, p. 93.

T PU RN FUITEN
«There is firm international consensus on this very fundamental issue a
state unmistakably possesses both an inherent and Charter-derived right
to engage in an “appropriate” selfdefense response to such an attack».

(3) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in
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the Cyber Context, Naval War College, ILS, 2013, v.89,p.442.

DACS
«The inclusion of the right of self-defense within the Charter had and has
a dual purpose: recognition of the preexisting right of States under
customary international law and integra-tion of the right of self-defense
into the Charter system of collective securi-ty in order to provide an
unequivocal basis for collective self-defense».
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Michael N. Schmitt: the law of cyber warfare: quo vadis? SL&PR,vol. 25,
2014, p.280.

(3) Joseph N. Madubuike - Ekwe: Cyberattack and the Use of Force in
International Law, Beijing Law Review, 2021,p.631.et.ss.
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(1) Kelsen, Hans: Principles of International Law, 2 edicion, Holt, Rinehart
and Winston, New York, 1966, pp. 41,43
(2) Sahovic, Milan: Principles of international law concerning friendly

relation and cooperation, Institute of international politics and
economics, Dobbs Ferry, Oceana,Belgrade, 1972 , p.64.
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«Assistance to the contras in Nicaragua. by "organizing or encouraging
the organization of irregular forces or armed bands. for incursion into the
territory of another State". and "participating in acts of civil strife . in
another State", in the terms of General Assembly resolution 2625
(XXV). According to that resolution, participation of this kind is
contrary to the principle of the prohibition of the use of force when the
acts of civil strife referred to "involve a threat or use of force". In the
view of the Court, while the arming and training of the contras can
certainly be said to involve the threat or use of force against Nicaragua,
this is not necessarily so in respect of all the assistance given by the
United States Government. In particular, the Court considers that the
mere supply of funds to the contras, while undoubtedly an act of
intervention in the internal affairs of Nicaragua, does not in itself amount
to a use of force».

: Qaemiily il g
Military and Paramilitary Activities in and Against Nicaragua (Nicar. v.
U.S¢(.1986 I.C.J. 14, ,para 195- 228.
: Schmitt s (¥)
«The logic of the holding leads to the conclusion that non-destructive cyber
operations can sometimes amount to a use of force. For example, providing
malware to a rebel group and training its members to employ that malware in

a destructive manner would seemingly qualify». Michael N. Schmitt: The
law of cyber warfare: quo vadis? Op.cit. p 280.
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Sonia Boulos: Cyberspace Risks and Benefits for Society, Security and
Development The tallinn manual and Jus ad Bellum: Some critical notes,
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Springer International Publishing, 2017 p. 233 ..

ol Ahaad) Slleall (5 Jihy el ()
«The International Group of Experts developed a nonexclusive list of factors
that would likely influence the characterization of cyber operations by states
as uses of force: severity, immediacy, directness, invasiveness, measurability,
military character, state involvement, and presumptive legality. Additional
factors found meaningful by the Experts included, inter alia, the prevailing
political environment, the nexus of an operation to prospective military force.
The attacker’s identity, the attacker’s track record with respect to cyber
operations, and the nature of the target. These and other factors operate in
concert as states make case-by-case determinations. Of them, only severity
alone can qualify a cyber operation as a use of force. In this regard, the
Group unanimously agreed that any cyber operation causing greater than de
minimis damage or injury suffices. For instance, they concurred that the
damage to Iranian nuclear facilities in 2010 resulting from the Stuxnet virus
crossed the threshold». Michael N. Schmitt: Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations, Cambridge University
press, 2017, p. 42.
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Paul A. Walker: Rethinking Computer Network “Attack”: Implications
for Law and U.S. Doctrine, National security law brief, vol.1, no. 1,
2011, p.33.

(2) Michael N. Schmitt: Wired Warfare: Computer Network Attack and Jus
in Bello, IRRC, vol. 84, no. 846, 2002, P.374- 379.
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«As regards certain particular aspects of the principle in question, it will
be necessary to distinguish the most grave forms of the use of force
(those constituting an armed attack) from other less grave forms». CIJ,
Recueil des arréets, Affaire des activites militares et paramilitaires au
Nicarague et contre celui-ci, 27 Juin, 1986, p. 23.
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(1) Michael N. Schmitt: Tallinn Manual 2.0 on the International Law

Applicable to Cyber Operations, op.cit, p.55.
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«Any use of force that injures or Kills persons or damages or destroys
property” amounted to an armed attack against which a state enjoys the

right to resort to force in self-defense».

Sheng Li: When does internet denial trigger the right of armed self-

defence, YJIL, vol. 38, 2013, p. 199.

(2) Stephen Moore: Cyber Attacks and the Beginnings of an International
Cyber Treaty, International Law; Commercial Law, vol. 39, 2013, p.

236.

(3) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in

the Cyber Context,op.cit. p. 445.
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Terry D. Gill & P.A.L. Ducheine: Rescue of Nationals Abroad, in the

handbook of the international law of military operation, supra note 4, at
217-219.
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(3) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in
the Cyber Context, op.cit. p. 446.
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(1) Davis Brown: A Proposal for an International Convention to Regulate the

Use of Information Systems in Armed Conflict, HILJ, vol. 47, 2006, p.
181-183.

(2) Clementines Bories: Appréhender la cyberguerre en droit international.
Quelques reflexions et mises au point, RCRDFR, vol. 6, 2014, p. 3.

(3) Daniel B. Silver: Computer Network Attack as a Use of Force Under
Avrticle 2(4) of the United Nations charter, ILS, vol. 76 , 2002, p. 92-93.

(4) Thomas Wingfield: When is a Cyberattack an "Armed Attack?": Legal

Thresholds for Distinguishing military activities in cyberspace, Cyber
Conflict Studies Association, 2006, p. 6.
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(2) Ashley S. Deeks: Toward a Normative Framework for Extraterritorial
Self-Defense, VIJIL, vol. 52, 2012, p. 483.
(3) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in

the Cyber Context, op.cit. p. 444.

«An armed attack could arguably include a cyber attack directed against
a State’s critical infrastructure, provided the cyber attack had the
potential to severely cripple a State’s ability to carry out and ensure the
conducting of essential State functions or severely undermine its
economic, political and social stability for a prolonged period of time».
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See, e.g., U.S. Department of Defense, Cyberspace Policy Report: A
Report to Congress Pursuant to the National Defense Authorization Act
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for Fiscal Year 2011, Section 934, at 4, 9 (2011), available at
http://www.defense.gov/home/features/2011/0411_cyberstrategy/docs/
NDAASection934Report_Forwebpage
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See Advisory council on internationl affaire & advisory committee on
issues of public international law, cyber warfare 21 (2011), available at
http://www.aiv advies.nl/ContentSuite/upload/aiv/doc/webversie
AIVTTCAVV22ENG

(1) Tsagourlas N: Cyber Attacks, Self-defence and the Problem of
Artibution, J.Conflict & Sec L.vol.17, no 2, 2012, pp.229-244.
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M. Condron: Getting it Right: Protecting American Critical
Infrastructure in Cyberspace, Harvard Journal of International Law, vol.
16, 2007, p. 415.

oA G
«Cyber-attack alone will almost never constitute an armed attack for the
purposes of Article 51».


http://www.defense.gov/home/features/2011/0411_cyberstrategy/docs/
http://www.aiv/
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(1) United Nation, General Assembly, Development in the field of

information and telecommunications in the context of international
security, Report, Sixty-sixh session, 15 July 2011, (UN DOC.A/66/152).
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Michael N. Schmitt: the law of cyber warfare: quo vadis? Op.cit p. 282-
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(1) Eric Talbot Jensen: Computer Attacks on Critical National

Infrastructure: A Use of Force Invoking the Right of Self-Defense, BYU
law digital commons, Brigham young University Law School,
SJIL,2002, v. 207, p. 226.
(2) Ashley Deeks: An International Legal Framework for Surveillance, VJ
IL, vol. 55, 2015, p. 293 .
;) e Sheng Li I (Y)
«The target-based framework ignores the gravity requirement prescribed
by the ICJ. Even acts of cyber espionage against critical infrastructure
systems, which are legal under international law, can trigger the right to
self-defense, as the approach allows victims to infer hostile intent
presaging an imminent armed attack, and to lawfully respond in
anticipatory self-defense. This is dangerously overinclusive and risks
catalyzing retaliation and escalation over minor offenses». Sheng L.i:
When does internet denial trigger the right of armed self-defence, Yijil,
op.cit p. 187.
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(1) Al chalabi ;H. Abdel Hadi: la légitime defense en droit international,
I'éditions universitaires d'Egypte , la Caire 1952, p 63.
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(1) Jordan J. Paust: Self-Defense Targetings of Non-State Actors and

Permissibility of U.S. Use of Drones in Pakistan, JTL&P, vol. 19, 2010,
p. 237.
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(1) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in
the Cyber Context,op.cit. p. 445.
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(1) V. Upeniece: Conditions for the lawful exercise of the right of self-
defence in international law, SHS Web of Conferences, 2018, pp.1-8.
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«The reference to the imminence of an attack is more the attempt to
predict the future than constitution of the certain fact, because in
different situations there may be a certain degree of uncertainty about the
perfection of received information about the adversary’s plans,
intentions, and motivations». Muller K.P., Catillo J.J., Morgan F.E.,
Pegahi N., Rosen B.: Striking first. Preemptive and Preventive Attack in
the U.S. National Security Policy. RAND Corporation, 2006.

1ol e AY) (el Ky LS
«The armed attack of the adversary must be evident to the victim state,
namely, the victim state can lawfully intercept the armed attack when it
Is in process of being started». Dinstein Y. War: Aggression and Self-
Defence, Cambridge University Press, 2005, p. 187.
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University Press, 2016, p. 39.
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(2) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in
the Cyber Context,op.cit, p 449.

(3) Mateusz Pigtkowski: The Definition of the Armed Conflict in the
Conditions of Cyber Warfare, PPSY, vol. 46, no. 1, 2017, p. 276.



Aihaad) claagll 2a opdl £l :Jlallas dena oaba /2 V.

aie shy mAY) (2l Legs Lag capd) o )0l 058 o Jal o clas L)
asaglls Alal) (g 4y (Jantal) gl olsand) jiae apaas o Algal) 5yud
(e

i el G i 5 o il i 8 39300 -l

25 5BV Gl e el £ B (Gl b aliilly aualy
aaa ae At 085 Oy o) bammad) asagd) dual Lgthaal) dlli o)l ¢ )
Gl e Sl g lhad) aladind (9% O ray o7)'Jalid) agagd) Cilaal
Balaia Apaleall Aalewal) 558l aladiad Cpa dally asagd) Gilh) ) oaad) Cirg
5ol aladiadly g3 asfi o) s Uial) Jue And L agagd) J8 S L () aall
JHal ad clad ) agagd Cusiial g AT Ao Ll Ll e g liall
g o) jglad a8 Ugh ¢ ol £lBal) ) 5atices Agall oda )l JDlialy a gy
(F)Ade sasal) iagll

Balina dualy) Alalee by ¥ ol plhad) b cualial) of ) iy
ebesal) agagd) e (ol (Al pgagd) AL 1M ¢ ) agagdl dpudlly

(1) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in
the Cyber Context,op.cit, p 449.
(2) Stephen Moore: Cyber Attacks and the Beginnings of an International
Cyber Treaty, Op, Cit, p. 240.
(3) Terry D. Gill and Paul A. L. Ducheine: Anticipatory Self-Defense in
the Cyber Context,op.cit, p 450.
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«Proportionality in the context of self-defense refers to the requirement
that measures of self-defense must not exceed those required under the

circum-stances to repel the attack and prevent further attacks from the
same source in the proximate future».

(4) David E. Graham: Cyber Threats and the Law of War, Op, Cit, p. 93.
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(1) Stephen Moore: Cyber Attacks and the Beginnings of an International
Cyber Treaty, Op, Cit, p. 240.

(2) Eric Jensen: Computer Attacks on Critical National Infrastructure: AUse
of Force Invoking the Right of Self-Defense, SJIL, vol. 38, 2002, p. 207.
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(1) CF. Martin: Introduction aux relations internationals, private, Toulouse,

1982, p. 167.
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«Coutumierement on considére que pour étre légitime la defense doit
repondre a trios conditions: elle doit étre presenter et urgente, ne laissant
ni le choix des moyen, ni le choix des moyen, ni le temp de deliberer, en
second lieu elle ne doit la proportionner a l'attaque, enfin elle doit
intervener en dernier resort alors qu'attaque, qu'aucun autre moyen
d'obtenir satifaction n'aura étre efficace».
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(1) Roberto Ago: Le Fait international illicite de I'Etat, sources de
respensabilité internationale, ACDI, 1961/11, P. 98.

(2) Moore J. N: The secret wor in contral America and Futur or the world
order, AJIL, 1986, n. 1, vol. 80, P.89.
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(1) Blinding weapons: Reports of the meetings of experts convened by the

international committee of the red cross on battlefield laser weapons,
1989- 1991, ICRC, 1993, P 78.
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«Self-defence against armed attack A State that is the target of a cyber
operation that rises to the level of an armed attack may exercise its
inherent right of self-defence. Whether a cyber operation constitutes an
armed attack depends on its scale and effects».
(2) Michael N. S: Peacetime Cyber Responses and wartime Cyber
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HNSJ, vol. 8, 2017, p.245.
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(1) Charles C. P: This Means War! (Maybe?) — Clarifying Casus Belli in
Cyberspace, ORIL , vol. 15, 2013, P. 423.
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(3) Charles C. P: This Means War! (Maybe?)—Clarifying Casus Belli in
Cyberspace, Op, Cit, P. 424.
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Against Imminent or Actual Armed Attack by Nonstate Actors, AJIL,
vol. 106, 2012, p. 769.
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«States should ensure that their laws and practice eliminate safe havens

for those who criminally misuse information technologies».
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take into account, as appropriate, the work and achievements of the
Commission on Crime Prevention and Criminal Justice and of other

international and regional organizations».
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