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Legal implications of artificial intelligence on human rights within
the framework of public international law
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Summary:

Artificial intelligence (Al) poses a major challenge to international law,
because it can affect many legal areas, including human rights, war, civil and
criminal liability, privacy, and cyber security. As for human rights, the use of
intelligence can Artificial intelligence can lead to human rights violations, when
it is used to identify people without their consent or use personal data in illegal
ways. With regard to war, artificial intelligence can contribute to increasing the
accuracy of weapons and improving the targeting of targets, but at the same
time, it can be used to carry out illegal acts. , such as cyber-attacks or relying
on decisions based on faulty data. As for civil and criminal liability, the use of
artificial intelligence can complicate issues related to civil and criminal liability
when it comes to damages caused by artificial intelligence. With regard to
privacy, artificial intelligence can be used to collect Personal data without the
consent of individuals, but although this technology can be used to protect the
privacy of individuals and with regard to cyber security, in general it can be
considered that artificial intelligence affects many other areas of international
law, such as intellectual property protection and international trade, where it
can be used Artificial intelligence to improve intellectual property registration
processes and improve protection against infringement. It can also be used to
improve international trade processes and provide more effective ways of

dealing with problems related to international trade.

Keywords: artificial intelligence, international law, human rights, cyber
security.

In order to the above, this research addresses this topic through:

Preliminary topic: achieving a balance between artificial intelligence and
human rights.

The first topic: The impact of artificial intelligence technology on human
rights.

The second topic: The role of international and regional organizations in
regulating the governance of artificial intelligence technology..
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3- Margarita Robles Carrillo, Artificial intelligence: From
ethics to law, Telecommunications Policy, Volume 44, Issue 6,
July 2020, 101937.

Al is the subject of a wide-ranging debate in which there is
a growing concern about its ethical and legal aspects.
Frequently, the two are mixed and confused despite being
different issues and areas of knowledge. : the relationship
between artificial and human intelligence and the question of
the unitary or diverse nature of the Al. From that theoretical
and practical basis, the study of the legal system is carried out
by examining its foundations, the governance model and the
regulatory bases. According to this analysis, throughout the
work and in the conclusions, International Law is identified as
the principal legal framework for the regulation of Al.

4- Themistoklis Tzimas, Legal and Ethical Challenges of
Artificial Intelligence from an International Law Perspective,
Law, Governance and Technology Series, Issues in Privacy
and Data Protection, Volume 46, 2021.

The ambitions of the human race are contradictory,
ambivalent often dangerous and most important endless, to
explore further the universe, to invent ways to prolong our
lives , to make our daily lives easier and more beneficial, to
restructure the forms of authority and power, to understand
the world inside us and around us, to build more effective and
cheaper weapons, to invent devices, to expand individual
conscious towards collective forms are some of them.

we believe with this research that there is  Several
challenges may emerge also from the ontological
characteristics of Al systems : first of all, what if AGI and ASI
outpace us in the sense of Al claiming legal personality before
we—humans—decide to attribute it?
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Once self-awareness is achieved, an Al entity could claim
for itself a variety of rights, such as for example political or
the equivalent of human rights—a non-human or a post-
human version of political rights’ movement.21 How should
we respond to that? What if AGI and ASI entities are
completely indifferent for our legal approaches? How are we
going to collectively deal with an intelligent entity which will
be demonstrating no interest to claim any rights and to abide
by any law? Can we co-exist with an equally or superior
intelligent entity, which constitutes the complete “otherness”
by showing no interest in our social and legal norms? Such
guestions or others that cannot be imagined in the present will

emerge on the basis of AGI and ASI ontology.

We must keep in mind that the characteristics which lead to
the attribution of legal personhood, as of now are considered
as solely human-centric, regardless of whether we refer to
natural or artificial legal personhood. After all, even artificial
legal persons are essentially run by humans and exist in order
to protect some type of human interests, The human-centrism
of the concept of legal personhood is after all proven by the
fact that the rights of artificial legal persons are derived from
the legal personhood of natural persons, albeit in limited ways.
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(1)“Our rights in a digital world”, summary report on the consultation of
children for the present general comment, pp. 14 and 22.

https://5rightsfoundation.com/uploads/Our20%Rights20%in20%a20%Digital
20%World.pdf
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(1)Andersen, L, Human Rights in the Age of Artificial Intelligence, Y+ YA

https://www.accessnow.org/cms/assets/uploads/2018/11/Al-and-Human-
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(1)Tai, M.C. , The Impact of Artificial Intelligence on Human Society and
Bioethics. Y+ Y+ YEY-YY ((£)¥YTzu Chi Medical Journal,
http://doi:10.4103/tcmj.tcmj_71 20

- Narain, K., Swami, A., Srivastava, A., and Swami, S. , Evolution and
control of artificial super intelligence (ASI): a management perspective.
Journal of Advances in Management Research, 16(5), 2019,698-714.
https://doi.org/10.1108/JAMR-01-2019-0006
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(1)Meguenani, S., and Mokadem, C, The Role of Big Data in Supporting
Sustainable Development in The Arab Countries. Journal of Information
Studies and Technology,Y+Y4, 1:4
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and Bioethics, Op. cit.
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(1)Osonde A. Osoba, William Welser 1V, The Risks of Artificial Intelligence
to Security and the Future of Work, Copyright 2017 RAND Corporation,
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(1)Almaria, A. ,Legal and Legitimate Confrontation of Privacy Violation in
Social Media. Journal of legal and social studies ,Y+ Y\ | 6(3), 825-850.

- OHCHR (2012a). Guiding Principles on Extreme Poverty and Human
Rights, A/HRC/21/39. New York; Geneva: UN, p15.
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(1)OHCHR (2012b). Human Rights Indicators a Guide to Measurement and
Implementation, HR/PUB/12/5. New York,.Geneva: UN

- OHCHR (2012a). Guiding Principles on Extreme Poverty and Human
Rights, A/HRC/21/39. New York; Geneva: UN.
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(1)Andersen, Human Rights in the Age of Artificial Intelligence, 2018

https://www.accessnow.org/cms/assets/uploads/2018/11/Al-and-Human-
Rights.pdf

- OHCHR (2011a). Guiding Principles on Business and Human Rights.
New York; Geneva: UN .+ ¢/ YHR/PUB/
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(1)UNICRI (2020). Strategic Plan 2020-2025.
https://unicri.it/sites/default/files/2020-
07/UNICRI_AI_CentreStrategicPlan.pdf . P1.

- Mpinga, E., Bukonda N., Qailouli S., and Chastonay P. ,Artificial
Intelligence and Human Rights: Are There Signs of an Emerging
Discipline? A Systematic Review. Journal of Multidisciplinary
Healthcare, 2022, 15, 235-246. https://doi.org/10.2147/JMDH.S315314
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(1)National Science and Technology Council (NSTC). (2016). Preparing for
the Future of Artificial Intelligence .

https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/mi
crosites/ostp/NSTC/preparing_for_the_future_of ai.pdf .

- International Telecommunication Union (ITU), United Nations
Activities on Artificial Intelligence (Al). Geneva: ITU, 2018
https://www.itu.int/dms_pub/itu-s/opb/gen/S-GEN-UNACT-2018-1-
PDF-E.pdf.
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(1)Galindo, L., Perset K., and Sheeka F, An Overview of National Al
Strategies and Policies. Going Digital Toolkit Note, No. 14, 2021, p26.

(2)Oxford Insights , Government Al Readiness Index 2021. Ottawa, Y-YY,
p39: IDRC.

- Pauwels, E. , How Can Multilateralism Survive the Era of Artificial
Intelligence? Available at: https://www.un.org/ar/58597 2018, p38
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